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Summary
A result driven SOC—SIEM Detection Engineer with expertise in Sentinel, Devo SIEM and Qradar.
Along with experties in SOAR Incident response automation

Experience
Consultant - CSOC Detection and Ingestion Engineer
(Capgemini)

Pune
AUG 2022 – Present

◦ Implemented and fine-tuned 100+ correlation rules in Microsoft Sentinel, performed threat hunt-
ing and created hypothesis for various cyber attack chains improving MTTD.

◦ Managing Security Infrastructure as Code leveraging Sentinel Rest APIs and ARM templates.
◦ Optimized Sentinel architecture using ingestion time transformation and DCR filtering, reducing

overall Azure billing by 17% while maintaining 100% security posture.
◦ Incident enrichment, eradication, remediation and response using logic apps playbook, reducing

manual intervention and improving MTTR reducing SOC workload.
◦ Optimized correlation rules, driving almost 40% reduction in weekly offenses through improved

correlation, fine-tuning. Leading to improved overall SOC efficiency.
◦ Leveraged Microsoft AI Foundry to build AI agents, accelerating analysis of overall security posture.

Associate Consultant (Intern) Capgemini - Cloud Infras-
tructure Security

Remote
FEB 2022 – JULY 2022

◦ SIEM migration from Qradar to Sentinel/DEVO.
Open Source Contributions/Projects

◦ Azure-Sentinel (Microsoft Azure Sentinel’s own Repository) 2

◦ Hunting-Queries-Detection-Rules (Threat Detection for Sentinel and other SIEM tools) 2

◦ DefenderATPQueries (Detections for Sentinel and Defender XDR alerts) 2

Technical Skills
◦ Coding Language: C++, Python.
◦ Skills: SIEM Expert, Defender XDR, SQL, AQL, KQL, LINQ, SOAR automation, LINUX, Wire-

shark and tcpdump, GIT & GITHUB, DSA, OOPs, OWASP TOP 10.
◦ SIEM Tools: Microsoft Sentinel, IBM Qradar, Devo LINQ
Certifications
◦ Google Cybersecurity Professional Certificate(v.2) 2

◦ Fortinet Certified Associate in Cybersecurity 2

◦ Computer Networking (Udemy) 2

◦ Foundations of Operationalizing MITRE ATT&CK 2

◦ GenAI for Cybersecurity 2

Education
Delhi Technological University - DTU(Formerly Delhi
College Of Engineering - DCE) Post-Graduation in Au-
tomation Engineering
GATE (IN) - 2020 - All India Rank 773 2

Leetcode Contest Rating - 1661 2

GFG Contest Rating - 1774 2

SEPT 2020 – MAY 2022 (Delhi)
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mailto:ravinandanray99@gmail.com
tel: 7600486822
https://rajaravi99.github.io/my_portfolio/
https://www.linkedin.com/in/ravi-nandan-ray-605465163/
https://github.com/Rajaravi99
https://github.com/Azure/Azure-Sentinel/pull/14963
https://github.com/Bert-JanP/Hunting-Queries-Detection-Rules/pull/60
https://github.com/0xAnalyst/DefenderATPQueries/pull/5
https://www.credly.com/go/3jmduP7j
https://training.fortinet.com/admin/tool/certificate/index.php
https://udemy-certificate.s3.amazonaws.com/pdf/UC-3495cc83-35b2-41b6-8e7c-5d9f43ca2e81.pdf
https://www.credly.com/earner/earned/badge/046daf47-edab-473d-8c54-2519807496b0
https://coursera.org/share/131240bccd42fc22c57b5526055a2393
https://drive.google.com/file/d/1CJestAomXF_FO4WXfxY9It1vcMuke6tQ/view?usp=sharing
https://leetcode.com/u/ravinandanray/
https://www.geeksforgeeks.org/profile/ravinandanray99
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